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Risk Assessment and  
Risk Management 

NRC 1983 (Red Book) 



Risk Assessment vs.  
Risk Management? 



 AD HOC Process 

Quantitative? Qualitative? 

Current Risk Management Processes: 
Bottom-up Approach 

Decision-Maker(s) 

Include/Exclude? 
•Detailed/Vague? 

•Certain/Uncertain? 
•Consensus/Fragmented? 

• Iterative? 
• Rigid/unstructured?  

Risk 
Analysis 

 

Modeling / 
Monitoring 

 

Stakeholders’ 
Opinion 

Cost or 
Benefits 

 

Tools 

Challenge:  Multiple & Uncertain Criteria 



Challenge 1: Emergence of New Technologies 
and Delays in Generated Risk Data  

from Linkov and Satterstrom, 2008 
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What Can Be Done to  
Help in Decision Making? 
 
Increased information  availability may 
result in  
information overload. 

Need for Revolutionary Changes: Fusion 
of information and decisions reflecting 
stakeholder values. 

After Roman, 1996 

Challenge 2: Needs for Real Time Decisions 



Challenge 3: Cognitive Limitations of 
Decision Makers 

 
• “Humans are quite bad at making complex, unaided 

decisions” (Slovic et al., 1977). 
 

• Individuals respond to complex challenges by using 
intuition and/or personal experience to find the easiest 
solution. 
 

• At best, groups can do about as well as a well-informed 
individuals if the group has some natural systems 
thinkers within it.   
 

• Groups can devolve into entrenched positions resistant 
to compromise 
 



Two types of “correct” risk assessment:  
 Expert: Risk = Hazard · Exposure · Effects 

 Layperson: Risk = Hazard · Perception 
For stakeholders, the root issue is:  
 fear of becoming a victim to (uncompensated) loss 
Core concerns tend to be:  
 trust, control, process, information and timing. 

Challenge 4: Increasing Stakeholder  
Concerns and Influence 



Top-Down 
Decision Analysis 

Bottom-Up 
Risk Assessment 

Goal Identification and 
Problem Framing 

- 

What are our nanotechnology  
goals, alternatives, and 

constraints? 

Decision Model 
- 

What are the criteria and 
metrics, How do we  measure 

decision-maker values 

Metrics Generation and 
Alternative Scoring 

- 

How does each nano 
alternative score along our 

identified criteria and 
metrics? 

Data Collection 
- 

What are fundamental 
nanomaterial properties? 

What is the toxicity? 
 

Physical/Statistical Model 
- 

What is the environmental 
fate? 

What is exposure? 
   

Risk Characterization 
- 

What are the risks relative 
to a threshold? How do they 

compare to other 
materials? 

Modeling 

Data Collection 

Management 

Approach 
 

Integration 
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Life Cycle Properties 

Compounds with both chemical 
properties and life cycle properties that 
are conducive to high exposure 
potential will be ranked the highest, 
indicating compounds which require 
the most attention.  

Exposure Risk 

Approach: Physical and Social Science Integration 

Need for  
integration 

Energy yield
Health risks…

Uncertain Scores for 
Each Alternative on 

Each Criterion Metric

Manufacturers
Consumers

Regulators
Environmentalists

Balanced
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after Linkov, 2011 (NatureNanotechnology) 



Value of Information Analysis 
Value of Information: Green Nano 
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USA EXAMPLE: ERDC NANOTECHNOLOGY FOCUS AREA 

($9.5M/5YRS, STARTS 1 OCT 2013) 

 
Adaptive tools for developing, transitioning and sustaining 

Army nanotechnologies 
– Life Cycle Approach: use a life cycle approach to identify likely 

sources of nanoparticle release and sources of uncertainty 
– Framework: an adaptive, stepwise process assessing the EHS of 

nanotechnologies (provides a single set of rules) 
– Case specific calibrations: validate screening procedures and 

improve the framework using Army relevant technologies  



 

EU EXAMPLE: SUSTAINABLE NANOTECHNOLOGY (SUN) 

($14M/4YRS, STARTS 1 OCT 2013) 

 

Department of Environmental Sciences, Informatics and Statistics 

University Ca’ Foscari Venice 

• characterization 

• (eco)-toxiciity  

• environmental 

behavior/fate  

• exposure  

• effects on 

ecosystem 

services 

BOTTOM-UP DATA 

PRODUCTION 

• LCA 

• Risk assessment  

MODELLING 

• Value of 

Information  

• Weight of evidence  

TOP-DOWN DATA 

INTEGRATION 

Guidelines and methods for 

safe production, handling and 

disposal 

Synthetic routes and 

production 

processes DECISION 

SUPPORT 

SYSTEM 

Cost 

Risk 
Env. 

impact 

Benefit 



Day 1 Recap 

… 

Keep in mind:  

Commonalities in Types of decisions? 

Key linkages between R/A, R/M and R/C? 



Source: 2011 NNI EHS Research Strategy, adapted from 
EPA 100/B07/001, February 2007, http://epa.gov/osa 

Breakout Session for Today: The Decision Makers 

 Communities: research, regulatory, nanomanufacturing, small 

business, financial risk, NGO, and other public communities 

 Breakouts: same structure as yesterday (case studies + vignettes) 



AGAIN, PLEASE REMEMBER… 

 Focus the discussion: be concrete, use real-life 

examples, and keep in mind what is needed to move 

risk-based decision making forward. 

 The Four overarching questions: what risk-based 

information is needed, what tools/methods are 

available, how you make/communicate decisions, and 

how can the NNI help. 

 It is OK to have overlaps with other groups (i.e., 

capture issues that are common across various 

breakout groups) 


